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​1. Introduction​
​Today,​ ​information​ ​and​ ​communication​ ​technologies​ ​offer​ ​opportunities​ ​in​ ​almost​ ​every​

​aspect​ ​of​ ​life​ ​and​​greatly​​facilitate​​our​​daily​​lives.​​The​​internet​​holds​​a​​significant​​position​​among​
​these​​technologies,​​which​​play​​a​​crucial​​role​​in​​the​​production,​​collection,​​sharing,​​and​​preservation​
​of​ ​information.​ ​Through​ ​the​ ​internet,​ ​it​ ​has​​become​​possible​​to​​access​​information​​globally,​​share​
​information,​ ​and​ ​achieve​ ​various​ ​goals​ ​(Avcı​ ​&​ ​Oruç,​ ​2020).​​The​​introduction​​of​​the​​internet​​has​
​made​​it​​possible​​to​​carry​​out​​many​​activities​​online.​​The​​development​​of​​digitalisation​​is​​causing​​a​
​major transformation in work, communication, and meeting daily needs (Fallows, 2004).​

​The​​use​​of​​digital​​tools​​and​​the​​internet​​is​​rapidly​​increasing​​in​​areas​​such​​as​​education.​​The​
​use​ ​of​ ​digital​ ​technologies​ ​for​ ​various​ ​purposes,​ ​from​ ​information​ ​access​ ​to​ ​commerce,​ ​from​
​education​ ​to​ ​social​ ​interaction,​ ​further​ ​expands​ ​the​ ​scope​ ​of​ ​the​ ​internet.​ ​The​ ​internet​ ​is​​a​​global​
​communication​ ​network.​ ​Through​ ​this​ ​network,​ ​many​ ​computer​ ​systems​ ​are​ ​connected​ ​to​ ​each​
​other,​ ​making​ ​it​ ​highly​ ​beneficial​ ​for​ ​information​ ​access,​ ​communication,​ ​and​ ​other​ ​services​
​(Tekerek​​&​​Mart,​​2010).​​With​​the​​expansion​​of​​digital​​networks​​and​​the​​opportunities​​provided​​by​
​the​ ​internet,​ ​the​ ​number​ ​of​ ​people​ ​using​ ​these​ ​technologies​ ​is​ ​constantly​ ​increasing.​ ​Today,​ ​the​
​number​ ​of​ ​telephone​ ​subscribers​ ​has​ ​exceeded​ ​six​​billion.​​This​​number​​is​​expected​​to​​surpass​​7.5​
​billion​ ​in​ ​2027​ ​(Ericsson,​ ​2022).​ ​Both​ ​globally​ ​and​ ​in​ ​Türkiye,​ ​the​ ​number​ ​of​ ​individuals​ ​using​
​digital technologies and the internet is rapidly increasing.​

​According​ ​to​ ​the​ ​research,​ ​90%​ ​of​ ​women​ ​and​ ​97%​ ​of​ ​men​ ​communicate​ ​via​ ​telephone​
​(International Telecommunication Union, 2022).​

​Similarly,​​research​​conducted​​by​​the​​national​​statistical​​institute​​reported​​that​​in​​2021,​​92%​
​of​​households​​in​​Türkiye​​had​​internet​​access.​​Research​​conducted​​by​​the​​Turkish​​Statistical​​Institute​
​(TÜİK,​ ​2022)​ ​indicated​ ​that​ ​internet​ ​use​ ​continued​ ​to​ ​increase,​ ​with​ ​85.0%​ ​of​ ​individuals​ ​aged​
​16–74 using the internet. In addition, 96% of young people have internet access.​

​At​ ​the​ ​beginning​ ​of​ ​2022,​ ​68.9​ ​million​ ​people​ ​in​ ​Türkiye​ ​were​ ​using​ ​social​ ​media.​
​According​ ​to​ ​a​ ​study​ ​conducted​ ​between​ ​13​​January​​2022​​and​​10​​March​​2022​​among​​individuals​
​aged​​18–64,​​81%​​regularly​​used​​social​​media​​(Statista,​​2022).​​The​​average​​time​​spent​​online​​was​​8​
​hours​​per​​day,​​with​​approximately​​3.5​​hours​​spent​​on​​a​​computer​​and​​about​​3​​hours​​spent​​on​​social​
​media,​​95.5%​​of​​internet​​access​​occurred​​via​​mobile​​phones,​​with​​4​​hours​​and​​16​​minutes​​spent​​on​
​mobile​​devices,​​whereas​​time​​spent​​on​​computers​​and​​tablets​​was​​3​​hours​​and​​44​​minutes.​​53.4%​​of​
​daily​ ​internet​ ​usage​ ​time​ ​was​ ​spent​ ​on​ ​mobile​ ​devices​ ​(DataReportal,​ ​2022).​ ​Globally,​ ​watching​
​videos​ ​online,​ ​using​ ​email,​ ​and​ ​accessing​ ​social​ ​media​ ​are​ ​among​ ​the​ ​most​ ​common​ ​internet​
​activities.​ ​Approximately​ ​half​ ​of​ ​the​ ​world's​ ​web​ ​traffic​ ​was​ ​generated​ ​through​ ​mobile​ ​devices​
​(StatCounter, 2022).​

​Considering​​all​​these​​factors,​​digital​​technologies​​and​​the​​internet​​play​​a​​very​​important​​role​
​in​​our​​daily​​lives.​​With​​the​​continued​​development​​of​​digital​​technologies​​and​​the​​widespread​​use​​of​
​the​​internet,​​people​​are​​spending​​increasing​​amounts​​of​​time​​in​​cyberspace.​​This​​situation​​increases​
​cybersecurity​ ​risks.​ ​Security​ ​concerns​ ​also​ ​increase​ ​with​ ​the​ ​use​ ​of​ ​digital​ ​devices​ ​such​ ​as​
​smartphones, computers, and tablets (Talan & Aktürk, 2021).​

​While​ ​the​ ​security​ ​infrastructure​ ​of​ ​digital​ ​technologies​ ​is​ ​becoming​ ​more​ ​robust,​ ​people​
​using these technologies remain the weakest link.​

​Individuals​ ​are​ ​the​ ​source​ ​of​​many​​information​​security​​breaches.​​Research​​shows​​that​​the​
​human​ ​factor​ ​should​ ​be​ ​taken​ ​into​ ​consideration​ ​when​ ​reducing​ ​information​​security​​risks.​​Many​
​studies​ ​have​ ​revealed​ ​that​ ​human​ ​behaviour​ ​or​​actions​​affect​​information​​security.​​Therefore,​​it​​is​
​important​ ​for​ ​individuals​ ​to​ ​have​ ​information​ ​security​ ​awareness​ ​and​ ​understanding​ ​(Nezgitli​
​&Gökçearslan, 2022).​

​In​​light​​of​​the​​above,​​the​​purpose​​of​​this​​study​​is​​to​​evaluate​​information​​security​​and​​privacy​
​awareness​ ​from​​the​​perspectives​​of​​university​​administrators,​​faculty​​members,​​and​​students.​​With​
​the​ ​acceleration​ ​of​ ​digitalisation​ ​processes,​ ​information​ ​security​ ​and​ ​protection​ ​of​ ​personal​ ​data​
​have​​become​​an​​important​​necessity​​in​​higher​​education​​institutions.​​In​​this​​respect,​​the​​aim​​of​​the​
​research​ ​is​ ​to​​evaluate​​students'​​information​​security​​and​​privacy​​awareness​​based​​on​​the​​opinions​
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​of​ ​university​ ​administrators​ ​and​ ​faculty​ ​members​ ​and​ ​to​ ​provide​ ​recommendations​ ​reflecting​ ​the​
​current​ ​situation.​ ​The​ ​rapid​ ​integration​ ​of​ ​artificial​ ​intelligence​ ​(AI)​ ​technologies​ ​into​ ​higher​
​education​ ​has​​fundamentally​​transformed​​the​​ways​​universities​​collect,​​process,​​store,​​and​​manage​
​digital​ ​information.​ ​While​ ​AI-supported​ ​educational​ ​systems​ ​provide​ ​significant​ ​opportunities​​for​
​teaching,​​learning,​​and​​institutional​​management,​​they​​also​​introduce​​new​​challenges​​related​​to​​data​
​privacy,​ ​cybersecurity,​ ​algorithmic​ ​transparency,​ ​and​ ​the​ ​protection​ ​of​ ​personal​ ​information.​
​Consequently,​ ​strengthening​ ​information​ ​security​ ​and​ ​privacy​ ​awareness​ ​has​ ​become​ ​an​ ​essential​
​requirement​ ​for​ ​ensuring​ ​the​ ​responsible​ ​and​ ​secure​ ​use​ ​of​ ​AI​ ​technologies​ ​in​ ​higher​ ​education​
​institutions (UNESCO, 2023; OECD, 2023).​

​2. Method​

​2.1. Research Model​
​This​ ​research​ ​used​ ​a​ ​qualitative​ ​research​ ​method​ ​to​ ​evaluate​ ​the​ ​information​ ​security​ ​and​

​privacy​​awareness​​levels​​of​​university​​administrators,​​faculty​​members,​​and​​students​ ​(Büyüköztürk​
​et​ ​al.,​ ​2020;​ ​Creswell​ ​&​ ​Guetterman,​ ​2018).​ ​In​ ​the​ ​qualitative​ ​dimension​ ​of​ ​the​ ​research,​ ​a​
​semi-structured​​interview​​technique​​was​​applied​​to​​university​​administrators​​and​​faculty​​members.​
​In​ ​the​ ​qualitative​ ​dimension​ ​of​​the​​study,​​the​​interview​​data​​were​​analysed​​using​​thematic​​content​
​analysis​ ​based​ ​on​ ​participants'​ ​views​ ​and​ ​experiences​ ​(Braun​ ​&​ ​Clarke,​ ​2006;​ ​Creswell​ ​&​
​Guetterman, 2018).​

​2.2. Study Group​
​In​ ​the​ ​qualitative​ ​dimension​ ​of​ ​the​ ​research,​ ​the​ ​study​ ​group​ ​consisted​ ​of​ ​university​

​administrators​ ​and​ ​faculty​ ​members​ ​working​ ​at​ ​the​ ​university.​ ​In​ ​the​ ​qualitative​ ​data​ ​collection​
​process,​​participants​​were​​selected​​from​​among​​those​​who​​could​​share​​their​​views​​and​​experiences​
​regarding​ ​information​ ​security​ ​and​ ​privacy​ ​issues​ ​in​ ​line​ ​with​ ​the​​purpose​​of​​the​​research.​​In​​this​
​context,​ ​semi-structured​​interviews​​were​​conducted​​with​​15​​participants.Through​​these​​interviews,​
​the​ ​participants'​ ​views​ ​on​ ​information​ ​security​ ​and​ ​privacy​ ​awareness​ ​were​ ​explored​ ​in​ ​depth.​
​In​ ​qualitative​ ​research,​ ​the​ ​principle​ ​of​ ​data​ ​saturation​​is​​commonly​​used​​to​​determine​​the​​size​​of​
​the​ ​study​ ​group.​ ​Data​ ​saturation​ ​refers​​to​​the​​point​​at​​which​​the​​data​​obtained​​during​​the​​research​
​process​ ​begin​ ​to​ ​repeat​ ​themselves​ ​and​ ​no​ ​longer​ ​generate​ ​new​ ​information.​ ​Accordingly,​ ​the​
​number​ ​of​ ​interviews​ ​was​ ​planned​ ​within​ ​a​ ​specific​ ​range,​ ​and​ ​data​ ​saturation​ ​was​ ​the​ ​primary​
​consideration​ ​during​ ​the​ ​data​ ​collection​ ​process​ ​(Creswell​ ​&​ ​Guetterman,​ ​2018;​ ​Yıldırım​ ​&​
​Şimşek, 2021).​

​2.3. Data Collection Tools​

​2.3.1. Semi-Structured Interview Form​
​A​ ​semi-structured​ ​interview​ ​form​ ​was​ ​used​ ​as​ ​a​ ​qualitative​ ​data​ ​collection​ ​tool​ ​in​ ​the​

​research​ ​to​ ​explore​ ​the​ ​opinions,​ ​experiences,​ ​and​ ​evaluations​ ​of​ ​university​ ​administrators​ ​and​
​faculty​​members​​regarding​​information​​security​​and​​privacy.​​This​​interview​​technique​​is​​defined​​as​
​a​ ​data​ ​collection​ ​method​ ​based​ ​on​ ​questions​ ​prepared​ ​in​ ​advance​ ​by​ ​the​ ​researcher;​ ​however,​
​additional​ ​questions​ ​may​ ​be​ ​asked​ ​when​ ​necessary​ ​to​ ​allow​ ​participants​ ​to​​explain​​their​​views​​in​
​greater detail (Yıldırım & Şimşek, 2021; Polat, 2022).​

​Before​ ​the​ ​data​ ​collection​ ​process,​ ​the​ ​semi-structured​ ​interview​ ​guide​ ​and​ ​interview​
​protocol​​were​​reviewed​​by​​experts​​in​​the​​fields​​of​​educational​​management​​and​​qualitative​​research​
​to​ ​ensure​ ​their​ ​content​ ​validity,​ ​clarity,​ ​and​ ​relevance.​ ​Based​ ​on​ ​the​ ​experts​ ​feedback,​ ​minor​
​revisions were made to improve the clarity, wording, and organisation of the interview questions.​

​During​​the​​preparation​​of​​the​​interview​​form,​​the​​purpose​​and​​sub-objectives​​of​​the​​research​
​were​ ​taken​ ​into​ ​consideration,​ ​and​ ​open-ended​ ​questions​ ​were​ ​developed​ ​regarding​ ​information​
​security​​policies,​​the​​protection​​of​​personal​​data,​​the​​level​​of​​institutional​​awareness,​​digital​​security​
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​practices,​ ​security​ ​problems​ ​encountered,​ ​and​ ​proposed​ ​solutions.​ ​The​ ​interview​ ​questions​ ​were​
​structured​ ​to​ ​allow​ ​participants​ ​to​ ​express​ ​their​ ​views​ ​in​ ​detail.​ ​The​ ​use​ ​of​ ​open-ended​​and​​clear​
​questions​​in​​semi-structured​​interviews​​contributes​​to​​the​​collection​​of​​richer​​and​​more​​natural​​data​
​from participants (Polat, 2022).​

​A​ ​total​ ​of​ ​15​ ​participants​ ​took​ ​part​ ​in​ ​semi-structured​ ​interviews.​ ​During​ ​the​ ​interviews,​
​notes​ ​were​ ​taken​ ​with​ ​the​ ​participants'​ ​permission,​ ​and​ ​the​ ​data​ ​obtained​ ​were​ ​recorded​ ​for​
​subsequent​ ​analysis.​ ​A​ ​content​ ​analysis​ ​approach​ ​was​​used​​to​​analyse​​the​​interview​​data.​​Content​
​analysis​​is​​an​​analytical​​method​​that​​allows​​similar​​opinions​​to​​be​​grouped​​into​​specific​​themes​​and​
​the data to be interpreted systematically (Yıldırım & Şimşek, 2021).​

​2.3.2. Interview Protocol and Thematic Structure​
​The​​semi-structured​​interview​​protocol​​was​​developed​​to​​obtain​​comprehensive​​and​​in-depth​

​information​ ​regarding​ ​information​​security​​and​​privacy​​awareness​​in​​higher​​education​​institutions.​
​During​ ​the​ ​development​ ​of​ ​the​ ​interview​ ​questions,​ ​the​ ​objectives​ ​of​ ​the​ ​study,​ ​the​ ​research​
​questions,​ ​and​ ​the​ ​relevant​ ​literature​ ​on​ ​information​ ​security,​ ​digital​ ​privacy,​ ​and​ ​cybersecurity​
​awareness​ ​were​ ​carefully​ ​considered.​ ​The​ ​interview​ ​guide​ ​was​ ​designed​ ​to​ ​provide​ ​sufficient​
​flexibility​ ​for​ ​participants​ ​to​ ​express​ ​their​ ​experiences​ ​while​ ​ensuring​ ​consistency​ ​across​ ​all​
​interviews (Creswell & Guetterman,  2018; Yıldırım & Şimşek, 2021).​

​To​ ​improve​ ​methodological​ ​transparency​ ​and​ ​facilitate​ ​systematic​ ​qualitative​ ​analysis,​ ​the​
​interview​ ​questions​ ​were​ ​organised​ ​into​ ​thematic​ ​clusters.​ ​Each​ ​thematic​ ​cluster​ ​represented​ ​a​
​specific​ ​dimension​ ​of​ ​the​ ​research​ ​and​​served​​as​​a​​guiding​​framework​​during​​both​​data​​collection​
​and​ ​the​ ​subsequent​ ​content​ ​analysis​ ​process.​ ​The​ ​thematic​ ​structure​ ​of​ ​the​ ​interview​ ​protocol​ ​is​
​presented in Table 1 (Braun & Clarke, 2021).​

​Table 1. Interview Protocol and Thematic Structure​

​Thematic Cluster​ ​Purpose​ ​Representative Interview Question​

​Digital Security and​
​Privacy Awareness​

​To explore participants’​
​perceptions of students’ awareness​

​of wireless network security,​
​online privacy, cookies, and​

​website certificates.​

​How do you evaluate students’​
​knowledge of wireless network security,​

​online privacy, cookies, and website​
​certificates? Do you think their​

​awareness is sufficient?​

​Cyber Threat Awareness​

​To examine participants’​
​observations regarding students’​

​awareness of phishing, social​
​engineering, spyware, and identity​

​theft.​

​How do you observe students’ awareness​
​of phishing, social engineering, spyware,​

​and identity theft? Do you think this​
​awareness is reflected in their daily​

​behaviors?​

​Basic Information​
​Security Practices​

​To evaluate students’ adoption of​
​essential cybersecurity practices.​

​To what extent do students adopt basic​
​security practices such as screen locking,​

​password management, secure USB​
​usage, and protection of institutional​

​data?​

​Cyberbullying and​
​Support Mechanisms​

​To investigate awareness of​
​cyberbullying risks and​

​institutional support services.​

​How do you evaluate students’​
​awareness of cyberbullying and​

​cybersecurity risks? Do you think​
​adequate support mechanisms are​

​available at the university?​

​Institutional Awareness​
​and Reporting Processes​

​To examine participants’ opinions​
​regarding institutional guidance​

​and reporting mechanisms.​

​How do you evaluate students’​
​knowledge of where and to whom they​

​should report information security​
​incidents?​

​Educational Needs and​
​Recommendations​

​To identify institutional priorities​
​for improving information security​

​awareness.​

​In your opinion, which areas should​
​universities prioritize to improve​

​students’ information security and​
​privacy awareness?​
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​The​ ​interview​ ​protocol​ ​was​ ​designed​ ​to​ ​ensure​ ​that​ ​each​ ​thematic​ ​cluster​ ​directly​
​corresponded​​to​​the​​objectives​​of​​the​​study​​and​​the​​subsequent​​stages​​of​​qualitative​​analysis.​​During​
​data​ ​analysis,​ ​participants'​ ​responses​ ​were​ ​initially​ ​coded​ ​according​ ​to​ ​these​ ​thematic​ ​clusters.​
​Similar​​codes​​were​​subsequently​​grouped​​into​​subthemes​​and​​synthesised​​into​​broader​​themes​​that​
​formed​ ​the​ ​basis​ ​of​ ​the​ ​qualitative​ ​findings​ ​presented​ ​in​ ​the​ ​Results​ ​section.​ ​This​ ​systematic​
​procedure​ ​enhanced​ ​the​ ​transparency,​ ​consistency,​ ​and​ ​trustworthiness​ ​of​ ​the​ ​qualitative​ ​analysis​
​(Braun & Clarke, 2006; Lincoln & Guba, 1985).​

​2.3.3. Data Collection Process​
​In​ ​the​ ​qualitative​ ​phase​​of​​the​​research,​​interviews​​were​​conducted​​to​​explore​​the​​opinions​

​of​ ​university​ ​administrators​ ​and​ ​faculty​ ​members​ ​regarding​ ​information​ ​security​ ​and​ ​privacy.​
​Ethical​ ​approval​ ​for​ ​this​ ​study​ ​was​ ​obtained​ ​from​ ​the​ ​Near​ ​East​ ​University​ ​Scientific​ ​Research​
​Ethics​ ​Committee​ ​(Approval​ ​No.​ ​YDÜ/EB/2026/1267,​ ​17​ ​February​ ​2026).​ ​The​ ​interviews​ ​were​
​conducted​ ​face-to-face​​with​​the​​participants​​at​​times​​deemed​​appropriate,​​based​​on​​their​​voluntary​
​participation.​ ​During​ ​the​ ​interview​ ​process,​ ​participants​ ​were​ ​informed​ ​about​ ​the​ ​purpose​ ​of​ ​the​
​research,​​and​​it​​was​​stated​​that​​the​​participants'​​opinions​​would​​only​​be​​used​​for​​scientific​​purposes​
​(Yıldırım​​&​​Şimşek,​​2021).​​Ethical​​principles​​were​​followed​​throughout​​the​​data​​collection​​process,​
​and​ ​participation​ ​was​ ​entirely​ ​voluntary.​ ​Participant​ ​confidentiality​ ​was​ ​protected,​ ​and​ ​the​ ​data​
​obtained​​were​​analysed​​solely​​for​​the​​purposes​​of​​the​​study.​​Furthermore,​​the​​anonymity​​of​​the​​data​
​obtained​​from​​the​​participants​​during​​the​​research​​process​​was​​protected,​​and​​care​​was​​taken​​not​​to​
​share​ ​personal​ ​information​ ​with​ ​third​ ​parties​ ​(Creswell​ ​&​ ​Guetterman,​ ​2018).​ ​The​ ​data​ ​obtained​
​from​ ​the​ ​quantitative​ ​and​ ​qualitative​ ​data​ ​collection​ ​processes​ ​were​ ​organised,​ ​classified,​ ​and​
​prepared for analysis in line with the research objectives.​

​Data Analysis and Interpretation​
​Analysis of Qualitative Data​
​The​ ​qualitative​ ​data​ ​obtained​ ​from​ ​the​ ​semi-structured​ ​interviews​ ​were​ ​analysed​ ​using​

​thematic​​content​​analysis.​​The​​analysis​​was​​conducted​​through​​a​​systematic​​and​​sequential​​process​
​to​ ​ensure​ ​methodological​ ​transparency,​ ​consistency,​ ​and​ ​trustworthiness​ ​(Braun​ ​&​ ​Clarke,​ ​2006;​
​Creswell & Guetterman, 2018).​

​Initially,​ ​all​ ​interview​ ​recordings​ ​were​ ​transcribed​ ​verbatim​ ​and​ ​reviewed​ ​several​​times​​to​
​ensure​ ​familiarity​ ​with​ ​the​ ​data​ ​and​ ​the​ ​accuracy​ ​of​ ​the​ ​transcripts.​ ​During​ ​the​ ​first​ ​stage​ ​of​
​analysis,​ ​meaningful​ ​statements​ ​related​ ​to​ ​the​ ​research​ ​objectives​ ​were​ ​identified​ ​and​ ​assigned​
​initial​ ​codes.​ ​This​ ​open​​coding​​process​​enabled​​the​​systematic​​identification​​of​​recurring​​concepts​
​and participant perspectives.​

​In​ ​the​ ​second​ ​stage,​ ​conceptually​ ​similar​ ​codes​ ​were​ ​grouped​ ​into​ ​subcategories​​based​​on​
​their​ ​shared​ ​meanings​ ​and​ ​characteristics.​ ​These​ ​subcategories​ ​were​ ​subsequently​ ​examined​ ​and​
​synthesised​​into​​broader​​themes​​reflecting​​the​​major​​dimensions​​of​​information​​security​​and​​privacy​
​awareness.​ ​Throughout​ ​the​ ​analytical​ ​process,​ ​the​ ​thematic​ ​clusters​ ​established​ ​during​ ​the​
​development​ ​of​ ​the​ ​interview​ ​protocol​ ​served​ ​as​ ​the​ ​primary​ ​analytical​ ​framework,​ ​ensuring​
​consistency between the research questions, data collection, and qualitative findings.​

​Finally,​ ​the​​themes​​were​​interpreted​​in​​accordance​​with​​the​​objectives​​of​​the​​study,​​and​​the​
​findings​ ​were​ ​reported​ ​by​ ​synthesising​ ​participants'​ ​shared​ ​perspectives​ ​within​ ​each​ ​thematic​
​cluster.​ ​This​ ​systematic​ ​analytical​ ​procedure​ ​strengthened​ ​the​ ​transparency,​ ​dependability,​ ​and​
​trustworthiness of the qualitative analysis (Lincoln & Guba, 1985; Braun & Clarke, 2021).​

​3. Findings and Interpretations​
​This​ ​section​ ​analyses​ ​the​ ​qualitative​ ​findings​ ​obtained​ ​from​ ​semi-structured​ ​interviews​

​conducted​ ​with​ ​university​ ​administrators​ ​and​ ​faculty​ ​members.​ ​The​​data​​obtained​​were​​examined​
​using content analysis; similar statements were coded and classified into common themes.​
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​3.1. Findings Regarding Students' Awareness of Digital Security and Privacy​
​Based​ ​on​ ​interviews​ ​conducted​ ​with​ ​university​ ​administrators​ ​and​ ​faculty​ ​members,​

​participants​ ​indicated​ ​that​ ​students'​ ​awareness​ ​of​ ​information​ ​security​ ​issues,​ ​such​ ​as​ ​wireless​
​network​​security,​​online​​privacy,​​cookies,​​and​​website​​certificates,​​is​​generally​​insufficient​​.​​The​​vast​
​majority​ ​of​ ​participants​ ​stated​ ​that​ ​students​ ​have​ ​a​ ​basic​ ​level​ ​of​ ​knowledge;​ ​however,​ ​this​
​knowledge is not sufficiently reflected in their daily digital behaviours.​

​In​​particular,​​participants​​reported​​limited​​awareness​​regarding​​the​​use​​of​​unsecured​​wireless​
​networks,​ ​website​ ​security,​ ​HTTPS​ ​certificate​ ​verification,​ ​and​ ​the​ ​protection​ ​of​ ​personal​ ​data.​
​Participants​ ​also​ ​stated​ ​that​ ​students​ ​frequently​ ​use​ ​free​ ​public​ ​Wi-Fi​ ​networks​ ​without​ ​paying​
​adequate attention to digital security risks.​

​Participants​ ​stated​ ​that​ ​although​ ​students​ ​use​ ​digital​ ​technologies​ ​intensively,​ ​their​ ​safe​
​usage​ ​habits​ ​are​ ​not​ ​sufficiently​ ​developed​ ​and​ ​that​ ​more​ ​awareness-raising​ ​activities​ ​are​ ​needed​
​regarding​ ​information​ ​security.​​One​​participant​​stated​​that​​students​​have​​basic​​knowledge​​but​​lack​
​technical details as follows:​

​Participant​ ​(K5):​ ​“I​ ​think​ ​students​ ​have​ ​basic​ ​knowledge​ ​on​ ​the​ ​topics​ ​mentioned.​
​However, there are shortcomings in technical details, and their awareness needs to be increased.”​

​Similarly,​ ​another​ ​participant​ ​stated​ ​that​ ​students'​ ​knowledge​ ​level​ ​remained​ ​at​ ​the​
​theoretical level and was not sufficiently reflected in their daily usage behaviour:​

​Participant​ ​(K9):​ ​“Awareness​ ​often​ ​remains​ ​at​​the​​theoretical​​level​​and​​is​​not​​sufficiently​
​reflected in daily usage behaviour.”​

​The​ ​findings​ ​indicate​ ​that​ ​students'​ ​information​ ​security​​awareness​​should​​be​​strengthened​
​not​​only​​by​​improving​​their​​theoretical​​knowledge​​but​​also​​by​​promoting​​the​​application​​of​​secure​
​digital​ ​practices​ ​in​ ​their​ ​everyday​ ​behaviours.​ ​Furthermore,​ ​there​ ​is​ ​a​ ​need​ ​for​ ​practical​ ​training​
​activities​​that​​will​​enable​​university​​students​​to​​respond​​more​​consciously​​to​​the​​cybersecurity​​risks​
​they may encounter in their daily lives.​

​3.2. Findings on Awareness of Cyber ​​Threats​
​Based​ ​on​ ​interviews​ ​conducted​ ​with​ ​university​ ​administrators​ ​and​ ​faculty​ ​members,​

​participants​​indicated​​that​​students'​​awareness​​of​​cyber​​threats​​such​​as​​phishing,​​social​​engineering,​
​spyware,​​and​​identity​​theft,​​as​​well​​as​​digital​​security​​in​​general,​​was​​insufficient.​​Participants​​stated​
​that​ ​students​ ​were​ ​familiar​ ​with​ ​these​ ​threat​​concepts​​to​​a​​certain​​extent;​​however,​​this​​awareness​
​was​ ​not​​sufficiently​​reflected​​in​​their​​daily​​digital​​behaviour.​​It​​was​​noted​​that​​students​​sometimes​
​exhibit​ ​careless​ ​behaviour,​ ​especially​ ​in​ ​situations​ ​such​ ​as​ ​fake​ ​links,​ ​untrusted​ ​applications,​
​opening unknown files, and sharing personal information.​

​An​​examination​​of​​the​​interview​​forms​​revealed​​that​​although​​students​​have​​a​​certain​​level​​of​
​theoretical​​knowledge,​​there​​are​​deficiencies​​in​​translating​​this​​knowledge​​into​​behavioural​​patterns.​
​One participant evaluated students' awareness of these threats as follows:​

​Participant​ ​(K4):​ ​“Although​ ​students​ ​have​ ​general​ ​knowledge​ ​about​ ​threats​ ​such​ ​as​
​phishing and social engineering, they cannot always reflect this in their behaviour.”​

​Similarly,​ ​another​ ​participant​ ​stated​ ​that​ ​even​ ​though​​students​​have​​theoretical​​knowledge,​
​they can exhibit behaviours that can lead to various security vulnerabilities in practice:​

​Participant​ ​(K1):​ ​“Careless​ ​behaviour​ ​is​ ​frequently​ ​observed,​ ​especially​ ​regarding​ ​fake​
​links and unreliable applications.”​

​These​​findings​​suggest​​that​​expanding​​practical​​training,​​case-based​​learning​​activities,​​and​
​cybersecurity​​awareness​​programmes​​would​​significantly​​enhance​​students'​​ability​​to​​recognise​​and​
​respond​ ​to​ ​cyber​ ​threats.​ ​Participants​ ​also​ ​emphasised​ ​that​ ​information​ ​security​​should​​be​​treated​
​not​​only​​as​​a​​technical​​issue​​but​​also​​as​​a​​matter​​of​​individual​​responsibility​​and​​corporate​​culture,​
​and​ ​that​ ​practices​ ​that​ ​translate​ ​theoretical​ ​knowledge​ ​into​ ​behaviour​ ​will​ ​contribute​ ​to​ ​the​
​development of an information security culture.​
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​3.3. Findings Regarding Basic Information Security Behaviours​
​Based​ ​on​ ​interviews​ ​conducted​ ​with​ ​university​ ​administrators​ ​and​ ​faculty​ ​members,​ ​the​

​findings​ ​revealed​ ​that​ ​students'​ ​adoption​ ​of​ ​basic​ ​information​ ​security​ ​practices,​ ​such​ ​as​ ​screen​
​locking,​​secure​​password​​use,​​the​​secure​​use​​of​​USB​​drives,​​and​​the​​protection​​of​​institutional​​data,​
​was​ ​generally​ ​insufficient.​ ​Participants​ ​stated​ ​that​ ​some​ ​students​ ​apply​ ​basic​ ​security​ ​measures;​
​however,​ ​there​ ​are​ ​various​ ​shortcomings​ ​in​ ​transforming​ ​these​ ​practices​ ​into​ ​sustainable​ ​and​
​conscious​ ​digital​ ​behaviours.​ ​It​ ​was​ ​noted​ ​that​ ​negligence​ ​could​ ​occur,​ ​particularly​ ​regarding​​the​
​use​ ​of​ ​strong​ ​passwords,​ ​device​ ​security,​ ​data​ ​protection​ ​practices,​​and​​the​​secure​​use​​of​​portable​
​storage​​devices.​​Participants​​stated​​that​​students​​often​​considered​​information​​security​​practices​​an​
​individual​ ​preference​ ​rather​ ​than​​a​​mandatory​​requirement,​​and​​that​​this​​situation​​could​​pose​​risks​
​to​​personal​​data​​security​​and​​institutional​​systems.​ ​It​​was​​emphasised​​that​​behaviours​​such​​as​​using​
​simple​ ​passwords,​ ​sharing​ ​passwords,​ ​leaving​​devices​​unlocked,​​and​​using​​USB​​drives​​insecurely​
​create​ ​information​ ​security​ ​vulnerabilities.​ ​One​ ​participant​ ​expressed​​their​​opinion​​on​​the​​level​​of​
​adoption of security practices by students as follows:​

​Participant​ ​(K7):​ ​“While​ ​most​ ​students​ ​are​ ​aware​ ​of​ ​password​ ​usage,​ ​there​ ​are​
​shortcomings​​in​​creating​​strong​​and​​unique​​passwords.​​Furthermore,​​there​​are​​occasional​​neglects​
​regarding​ ​issues​ ​such​ ​as​ ​screen​ ​locking,​ ​secure​ ​use​ ​of​ ​USB​ ​drives,​ ​and​ ​the​ ​protection​ ​of​ ​school​
​data.”​

​Similarly,​ ​another​ ​participant​ ​stated​ ​that​ ​students​ ​did​ ​not​ ​implement​ ​security​ ​measures​
​regularly and systematically:​

​Participant​​(K1):​​“Security​​measures​​are​​often​​seen​​as​​a​​personal​​preference​​rather​​than​​a​
​mandatory requirement. This poses a risk to both personal data and university systems.”​

​The​ ​analysis​ ​revealed​ ​that​ ​students​ ​require​ ​continuous​ ​guidance​ ​and​ ​practical​ ​support​ ​to​
​develop​​sustainable​​information​​security​​behaviours.​​These​​findings​​suggest​​that​​universities​​should​
​expand​ ​training​ ​and​ ​awareness​ ​initiatives​ ​focusing​ ​on​ ​password​ ​security,​ ​screen​ ​protection,​ ​data​
​privacy, and the secure use of portable storage devices.​

​3.4.1. Findings Regarding Cyberbullying and Support Mechanisms​
​According​ ​to​ ​the​ ​views​ ​of​ ​university​ ​administrators​ ​and​ ​faculty​ ​members,​ ​students​

​demonstrated​ ​a​ ​moderate​ ​level​ ​of​ ​awareness​ ​regarding​ ​cyberbullying;​ ​however,​ ​they​ ​had​ ​limited​
​knowledge​ ​of​ ​the​ ​institutional​ ​support​ ​mechanisms​ ​and​ ​reporting​ ​procedures​ ​available​ ​within​​the​
​university.​ ​Participants​​stated​​that​​students​​generally​​know​​the​​concept​​of​​cyberbullying;​​however,​
​they​ ​do​ ​not​ ​have​ ​sufficient​ ​knowledge​ ​about​​contacting​​appropriate​​units​​or​​individuals​​regarding​
​cyber risks encountered in the university environment.​

​Participants​​stated​​that​​students​​often​​consider​​cyberbullying​​and​​cybersecurity​​breaches​​as​
​an​​individual​​problem​​and​​may​​be​​hesitant​​to​​seek​​professional​​support.​​In​​addition,​​opinions​​were​
​expressed​​that​​there​​are​​certain​​support​​mechanisms​​within​​the​​university;​​however,​​the​​visibility​​of​
​these​ ​mechanisms​ ​and​ ​the​ ​level​ ​of​ ​awareness​ ​among​ ​students​ ​are​ ​insufficient.​ ​One​ ​participant​
​expressed this situation as follows:​

​Participant​​(K12):​​“Awareness​​of​​cyberbullying​​has​​increased,​​but​​I​​think​​students​​are​​not​
​sufficiently knowledgeable about support mechanisms.”​

​Similarly,​ ​another​​participant​​stated​​that​​students​​do​​not​​fully​​know​​how​​to​​report​​the​​risks​
​they encounter and which units they can get support from:​

​Participant​ ​(K10):​ ​“A​ ​significant​ ​number​ ​of​ ​students​​do​​not​​fully​​know​​how​​to​​report​​the​
​risks they encounter or the support mechanisms.”​

​Similarly, another participant stated,​
​Participant​ ​(K2):​ ​“Students​ ​do​ ​not​ ​have​ ​sufficient​ ​knowledge​ ​about​ ​cyberbullying.​ ​They​

​can normalize what they do, they can see it as a joke.”.​
​The​​findings​​highlight​​the​​need​​to​​increase​​the​​visibility​​of​​institutional​​support​​mechanisms​

​for​ ​cyberbullying​ ​and​ ​digital​ ​security​ ​incidents​ ​and​ ​to​ ​provide​ ​students​ ​with​ ​regular​ ​guidance​
​regarding​​available​​reporting​​procedures.​​In​​particular,​​it​​is​​understood​​that​​it​​is​​important​​to​​expand​
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​training​ ​and​ ​seminar​ ​activities​ ​that​ ​will​ ​increase​ ​the​ ​awareness​ ​levels​ ​of​ ​students​ ​regarding​ ​safe​
​digital environment use and combating cyberbullying.​

​3.4.2.​ ​Findings​ ​Regarding​ ​Institutional​ ​Information​ ​and​ ​Application​ ​Processes​ ​on​
​Information Security​
​The​​findings​​indicate​​that​​universities​​should​​strengthen​​the​​visibility​​of​​institutional​​support​

​mechanisms,​ ​improve​ ​reporting​ ​procedures,​​and​​provide​​coordinated​​technical,​​psychological,​​and​
​administrative​ ​support​ ​for​ ​information​ ​security​ ​incidents.​ ​It​ ​is​ ​understood​ ​that​ ​it​ ​is​ ​especially​
​important​ ​to​ ​disseminate​ ​training​ ​and​ ​guidance​ ​activities​ ​that​ ​will​​increase​​students'​​awareness​​of​
​safe​ ​digital​ ​media​ ​use​ ​and​ ​combating​ ​cyberbullying.​ ​Participants​ ​stated​​that​​students​​often​​do​​not​
​know​​which​​unit​​to​​turn​​to​​for​​problems​​related​​to​​information​​security​​and​​that​​current​​information​
​activities​ ​should​ ​be​ ​given​ ​a​ ​more​ ​systematic​ ​structure.​ ​It​ ​was​ ​stated​ ​that​ ​the​ ​duties​ ​and​
​responsibilities​ ​of​ ​technical​ ​support​​units,​​student​​affairs​​and​​IT​​units​​within​​the​​university​​should​
​be more clearly introduced to students. One participant expressed this situation as follows:​

​Participant​ ​(K3):​ ​"Most​ ​students​ ​do​ ​not​ ​know​ ​exactly​ ​where​ ​to​ ​turn​ ​when​ ​they​ ​have​ ​a​
​problem. I think universities should be given more information on this issue."​

​Similarly,​ ​another​ ​participant​ ​emphasised​ ​that​ ​multilingual​ ​information​ ​activities​ ​at​
​universities could be beneficial:​

​Participant​ ​(K4):​ ​“I​ ​think​ ​it​ ​would​ ​be​ ​beneficial​ ​to​ ​prepare​ ​informative​ ​brochures​ ​and​
​organise​ ​seminars​ ​in​ ​common​ ​languages​ ​such​ ​as​ ​Turkish,​ ​English​ ​and​ ​Arabic​ ​through​ ​student​
​affairs.”​

​Based​​on​​participants'​​perspectives,​​universities​​should​​establish​​more​​visible​​and​​systematic​
​reporting​​procedures​​supported​​by​​orientation​​programmes,​​seminars,​​informational​​brochures,​​and​
​digital​ ​guidance​ ​resources.​​These​​findings​​further​​emphasise​​the​​importance​​of​​expanding​​training​
​programmes​​and​​awareness​​activities​​that​​promote​​safe​​digital​​practices​​and​​effective​​strategies​​for​
​preventing cyberbullying.​

​3.5. Suggestions for Increasing Information Security and Privacy Awareness​
​As​ ​a​ ​result​ ​of​ ​the​ ​interviews​ ​with​ ​university​ ​administrators​ ​and​ ​faculty​ ​members,​ ​it​ ​was​

​evaluated​​that​​more​​systematic,​​sustainable​​and​​application-based​​education​​processes​​are​​needed​​in​
​universities​ ​in​ ​order​ ​to​ ​increase​ ​students'​ ​information​ ​security​ ​and​ ​privacy​ ​awareness​ ​levels.​
​Participants​ ​stated​ ​that​ ​theoretical​ ​knowledge​ ​alone​ ​is​ ​insufficient;​ ​they​ ​emphasised​ ​that​ ​priority​
​should​​be​​given​​to​​practical​​training,​​awareness​​activities,​​and​​institutional​​guidance​​that​​encourage​
​safe​ ​digital​ ​behaviours​ ​as​ ​part​ ​of​ ​everyday​ ​practice.​ ​Participants​ ​emphasised​ ​that​ ​issues​ ​such​ ​as​
​digital​ ​privacy,​ ​safe​ ​internet​ ​use,​ ​protection​ ​of​ ​personal​ ​data,​ ​phishing​ ​attacks,​ ​social​​engineering​
​and password security should be made more visible at the university level.​

​Among​​the​​suggestions​​most​​frequently​​expressed​​by​​the​​participants​​are​​regular​​awareness​
​seminars,​ ​applied​ ​training​ ​programmes,​ ​workshops,​ ​case​ ​studies​ ​and​ ​awareness-raising​ ​activities​
​that​ ​will​ ​ensure​ ​the​ ​active​ ​participation​ ​of​ ​students.​ ​It​ ​has​ ​been​ ​stated​ ​that​ ​training,​ ​especially​
​through​ ​real-life​ ​examples,​ ​will​ ​contribute​​to​​students'​​understanding​​of​​information​​security​​risks​
​more​​concretely.​​In​​addition,​​it​​was​​emphasised​​that​​information​​security​​and​​digital​​privacy​​issues​
​should be given more attention in university orientation processes.​

​One​ ​participant​ ​expressed​ ​their​ ​opinion​ ​on​ ​increasing​ ​information​ ​security​ ​awareness​ ​as​
​follows:​

​Participant​ ​(K2):​ ​“It​ ​is​ ​important​​for​​students​​to​​learn​​not​​only​​theoretical​​knowledge​​but​
​also​ ​how​ ​to​ ​take​​precautions​​against​​risks​​they​​may​​encounter​​in​​daily​​life.​​Therefore,​​I​​think​​that​
​organising practical training, seminars, and awareness studies would be beneficial.”​

​Similarly,​ ​another​ ​participant​ ​emphasised​ ​the​ ​need​ ​to​ ​spread​ ​a​ ​security​ ​culture​ ​at​ ​the​
​corporate level with the following statements:​

​Participant​​(K8):​​“It​​is​​thought​​that​​information​​security​​should​​be​​addressed​​not​​only​​as​​a​
​technical issue but also as a matter of individual responsibility and corporate culture.”​
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​Similarly, another participant stated,​
​Participant​​(K11):​​“Regarding​​virtual​​privacy​​and​​information​​security,​​it​​is​​essential​​that​

​there is an organisation at the university that will provide support in this regard.”​
​The​ ​findings​ ​indicate​ ​that​ ​universities​ ​should​ ​adopt​ ​sustainable,​ ​practice-oriented​

​educational​ ​models​ ​that​ ​actively​ ​engage​ ​students​ ​in​ ​developing​ ​secure​ ​digital​ ​behaviours​ ​and​
​long-term​ ​information​ ​security​ ​awareness.​ ​In​ ​addition,​ ​it​ ​is​ ​understood​ ​that​ ​it​ ​is​ ​important​ ​for​
​information​ ​activities​ ​to​ ​not​ ​be​ ​limited​ ​to​ ​certain​ ​periods;​ ​they​ ​should​ ​gain​ ​continuity​ ​through​
​orientation processes, seminars, digital training content, and corporate information mechanisms.​

​Table 2. Theme, Code, and Frequency Distributions for Qualitative Findings.​
​Theme​ ​Code​ ​f​

​Digital Security and Privacy​
​Awareness​

​Insufficient awareness​ ​11​
​Lack of knowledge about secure/insecure​

​wireless networks​ ​8​

​Lack of knowledge about cookies and​
​website certificates​ ​9​

​Sufficient awareness​ ​3​

​Cyber Threat Awareness​

​Limited​​awareness​​of​​phishing​​and​​social​
​engineering​ ​10​

​Inability​ ​to​ ​respond​ ​appropriately​ ​to​
​cyber threats​ ​11​

​Lack of awareness regarding institutional​
​reporting procedures​ ​11​

​Sufficient awareness​ ​3​

​Basic Information Security Practices​

​Weak password practices​ ​9​
​Insufficient USB security awareness​ ​11​
​Low awareness of institutional data​

​protection​ ​10​

​Screen-lock usage​ ​8​

​Cyberbullying and Support​
​Mechanisms​

​Limited awareness of cyberbullying​ ​10​
​Lack of knowledge about available​

​support services​ ​11​

​Lack of knowledge about reporting​
​procedures​ ​11​

​Sufficient awareness​ ​3​

​Institutional Support and Reporting​
​Processes​

​Limited knowledge of reporting​
​mechanisms​ ​10​

​Insufficient institutional guidance​ ​9​
​Lack of visibility of support units​ ​2​

​Educational Needs and​
​Recommendations​

​Regular awareness training​ ​13​

​Practical cybersecurity training​ ​9​

​Establishment of institutional support​
​units​ ​8​

​Increasing legal awareness​ ​4​

​Note:​ ​Frequency​ ​(f)​ ​indicates​ ​the​ ​number​ ​of​ ​participants​ ​who​​expressed​​views​​corresponding​​to​​each​​code.​​Multiple​
​responses were permitted; therefore, frequencies exceed the total number of participants (N = 15).​

​Theme,​ ​code,​ ​and​ ​frequency​ ​distributions​ ​for​ ​qualitative​​findings​​are​​presented​​in​​Table​​2.​
​Examining​ ​the​ ​theme,​ ​code,​ ​and​ ​frequency​ ​values​ ​​​in​ ​Table​ ​2,​ ​it​ ​is​ ​seen​ ​that​ ​the​ ​vast​ ​majority​ ​of​
​opinions​ ​obtained​​from​​participants​​indicate​​that​​students​​have​​a​​low​​level​​of​​awareness​​regarding​
​information​ ​security​ ​and​ ​privacy.​ ​Here,​ ​the​ ​lack​​of​​knowledge​​about​​mechanisms​​to​​be​​used​​after​
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​exposure​​to​​cyber​​threats​​(f=11),​​the​​need​​for​​training,​​seminars,​​and​​conferences​​to​​raise​​awareness​
​among​​students​​in​​the​​field​​of​​information​​security​​and​​privacy​​(f=13),​​and​​the​​need​​for​​information​
​on​ ​phishing​ ​and​ ​digital​ ​privacy​ ​are​ ​particularly​ ​prominent.​ ​Despite​ ​this,​ ​a​ ​small​ ​number​ ​of​
​participants​​stated​​that​​students​​have​​a​​sufficient​​level​​of​​awareness​​regarding​​information​​security​
​and privacy.​

​4. Discussion​
​The​ ​findings​ ​of​ ​the​ ​present​​study​​indicate​​that​​although​​university​​students​​possess​​a​​basic​

​level​ ​of​ ​awareness​ ​regarding​ ​information​ ​security​ ​and​ ​privacy,​ ​this​ ​awareness​ ​is​ ​not​ ​consistently​
​translated​ ​into​ ​secure​ ​digital​​behaviours.​​According​​to​​the​​evaluations​​of​​university​​administrators​
​and​ ​faculty​ ​members,​ ​students​ ​demonstrate​ ​notable​ ​deficiencies​ ​in​ ​recognising​ ​phishing​ ​attacks,​
​social​ ​engineering​ ​techniques,​ ​password​ ​security​ ​practices,​ ​digital​ ​privacy​ ​protection,​ ​and​
​institutional​ ​reporting​ ​mechanisms.​ ​These​ ​findings​ ​suggest​ ​that​ ​information​ ​security​ ​awareness​
​should​ ​not​ ​be​ ​evaluated​ ​solely​ ​in​ ​terms​​of​​knowledge​​acquisition​​but​​also​​in​​terms​​of​​individuals'​
​ability​ ​to​ ​apply​ ​this​ ​knowledge​ ​in​ ​their​ ​daily​ ​digital​ ​practices.​ ​Similar​ ​observations​ ​have​ ​been​
​reported​​in​​previous​​studies​​emphasising​​that​​awareness​​alone​​is​​insufficient​​unless​​it​​is​​reinforced​
​through​ ​continuous​ ​education,​​practical​​training,​​and​​institutional​​support​​mechanisms​​(AlGhamdi​
​et al., 2020; Nezgitli & Gökçearslan, 2022; Hobbs, 2023).​

​The​ ​growing​ ​adoption​ ​of​ ​artificial​ ​intelligence​ ​technologies​ ​further​ ​reinforces​ ​the​
​significance​​of​​these​​findings.​​AI-powered​​educational​​platforms​​increasingly​​rely​​on​​large​​volumes​
​of​​personal​​and​​institutional​​data,​​making​​information​​security​​awareness​​a​​critical​​competency​​for​
​both​ ​students​ ​and​ ​higher​ ​education​ ​institutions.​ ​Recent​ ​international​ ​guidance​ ​emphasises​ ​that​
​universities​ ​should​ ​complement​ ​technological​ ​innovation​ ​with​ ​comprehensive​ ​policies​ ​addressing​
​data​​protection,​​cybersecurity​​awareness,​​ethical​​AI​​use,​​and​​institutional​​governance​​to​​ensure​​the​
​responsible implementation of AI-supported educational systems (UNESCO, 2023; OECD, 2023).​

​Another​​important​​finding​​of​​this​​study​​is​​that​​many​​students​​are​​unaware​​of​​the​​institutional​
​support​ ​mechanisms​ ​available​ ​when​ ​they​​encounter​​cybersecurity​​incidents.​​Although​​participants​
​acknowledged​ ​that​​students​​possess​​a​​certain​​level​​of​​theoretical​​knowledge​​regarding​​information​
​security,​​they​​emphasised​​that​​many​​students​​do​​not​​know​​where​​to​​seek​​assistance​​or​​how​​to​​report​
​cybersecurity​ ​incidents​ ​within​ ​the​ ​university.​ ​This​ ​finding​ ​indicates​ ​that​ ​establishing​ ​a​ ​strong​
​information​​security​​culture​​in​​higher​​education​​requires​​not​​only​​technological​​safeguards​​but​​also​
​visible​ ​institutional​ ​policies,​ ​accessible​ ​reporting​ ​procedures,​ ​and​​continuous​​awareness​​activities.​
​Recent​ ​studies​ ​similarly​ ​argue​ ​that​ ​higher​ ​education​ ​institutions​ ​should​ ​integrate​ ​awareness​
​programmes​ ​with​ ​organisational​ ​policies​ ​and​ ​structured​ ​cybersecurity​ ​training​ ​frameworks​ ​to​
​improve institutional resilience.​

​The​​findings​​also​​reveal​​that​​participants​​perceive​​practical​​cybersecurity​​education​​as​​more​
​effective​ ​than​ ​theoretical​ ​instruction​ ​alone.​ ​Regular​ ​awareness​ ​programmes,​ ​orientation​ ​training,​
​seminars,​ ​workshops,​ ​and​ ​simulation-based​ ​activities​ ​were​ ​frequently​ ​recommended​ ​as​ ​effective​
​strategies​ ​for​ ​improving​ ​students'​ ​cybersecurity​ ​behaviours.​ ​This​ ​observation​ ​supports​ ​recent​
​research​ ​demonstrating​ ​that​ ​experiential​ ​and​ ​continuous​ ​cybersecurity​ ​education​ ​contributes​
​significantly​ ​to​ ​the​ ​development​ ​of​ ​secure​ ​digital​ ​habits​ ​among​ ​university​ ​students​ ​and​​promotes​
​long-term behavioural change.​

​From​ ​an​ ​institutional​ ​perspective,​ ​this​ ​study​ ​contributes​ ​to​ ​the​ ​existing​ ​literature​ ​by​
​examining​​information​​security​​awareness​​through​​the​​evaluations​​of​​university​​administrators​​and​
​faculty​ ​members​ ​rather​ ​than​ ​relying​ ​exclusively​ ​on​ ​students'​ ​self-reported​ ​perceptions.​ ​This​
​perspective​​provides​​a​​broader​​understanding​​of​​information​​security​​awareness​​by​​emphasising​​the​
​interaction​ ​between​ ​individual​ ​awareness,​ ​institutional​ ​practices,​ ​and​ ​organisational​ ​support​
​mechanisms.​​Rather​​than​​considering​​cybersecurity​​awareness​​solely​​as​​an​​individual​​responsibility,​
​the​​findings​​support​​the​​view​​that​​universities​​should​​develop​​comprehensive​​institutional​​strategies​
​combining​ ​governance,​ ​continuous​ ​education,​ ​technological​ ​safeguards,​ ​and​ ​accessible​ ​support​
​services to establish a sustainable cybersecurity culture.​
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​Overall,​ ​the​ ​findings​ ​demonstrate​ ​that​ ​improving​ ​information​ ​security​ ​awareness​ ​is​ ​not​
​limited​ ​to​ ​increasing​ ​theoretical​ ​knowledge​ ​but​ ​also​ ​requires​ ​transforming​ ​awareness​ ​into​ ​secure​
​digital​ ​behaviour​ ​through​ ​continuous​ ​education,​ ​institutional​ ​commitment,​ ​and​ ​effective​
​communication​ ​strategies.​ ​As​ ​cyber​ ​threats​ ​continue​ ​to​ ​evolve​ ​within​ ​higher​ ​education​
​environments,​ ​universities​ ​should​ ​adopt​ ​integrated​ ​cybersecurity​ ​awareness​ ​programmes​ ​that​
​combine​ ​educational,​ ​technological,​ ​and​ ​organisational​ ​approaches​ ​to​ ​strengthen​ ​both​ ​individual​
​responsibility and institutional resilience.​

​5. Limitations of the Study​
​This study has several limitations that should be considered when interpreting the findings.​
​First,​ ​the​ ​study​ ​was​ ​conducted​ ​with​ ​a​ ​relatively​ ​small​ ​qualitative​ ​sample​ ​consisting​ ​of​ ​15​

​university​​administrators​​and​​faculty​​members​​from​​a​​single​​higher​​education​​institution.​​Therefore,​
​the findings should not be generalised to all universities or higher education systems.​

​Second,​ ​the​ ​study​ ​relied​ ​on​ ​participants'​ ​self-reported​ ​opinions.​ ​As​ ​with​ ​most​
​interview-based​​qualitative​​research,​​participants​​may​​have​​provided​​socially​​desirable​​responses​​or​
​responses influenced by institutional expectations.​

​Finally,​ ​this​​article​​focuses​​exclusively​​on​​the​​qualitative​​dimension​​of​​the​​research.​​Future​
​research​ ​should​ ​validate​ ​these​ ​findings​ ​across​ ​different​ ​higher​ ​education​ ​institutions​ ​and​ ​cultural​
​contexts using larger and more heterogeneous samples.​

​6. Conclusion and Recommendations​
​This​ ​study​ ​demonstrated​ ​that,​​according​​to​​the​​evaluations​​of​​university​​administrators​​and​

​faculty​ ​members,​ ​university​ ​students​ ​possess​ ​a​ ​basic​ ​level​ ​of​ ​awareness​ ​regarding​ ​information​
​security​​and​​privacy;​​however,​​this​​awareness​​is​​not​​consistently​​reflected​​in​​their​​everyday​​digital​
​behaviours.​ ​In​ ​particular,​ ​deficiencies​ ​were​ ​identified​ ​in​ ​areas​ ​such​ ​as​ ​phishing​ ​awareness,​​social​
​engineering,​ ​digital​ ​privacy,​ ​password​ ​security,​ ​and​ ​knowledge​ ​of​ ​institutional​ ​reporting​
​mechanisms.​

​The​ ​findings​ ​indicate​ ​that​ ​information​​security​​awareness​​should​​not​​be​​considered​​merely​
​the​ ​acquisition​ ​of​ ​technical​ ​knowledge.​ ​Rather,​ ​sustainable​ ​information​ ​security​ ​requires​ ​the​
​integration​​of​​individual​​awareness,​​secure​​digital​​behaviours,​​institutional​​policies,​​and​​continuous​
​educational initiatives.​

​This​​study​​contributes​​to​​the​​existing​​literature​​by​​examining​​information​​security​​awareness​
​from​​the​​perspectives​​of​​university​​administrators​​and​​faculty​​members​​rather​​than​​relying​​solely​​on​
​students'​ ​self-reported​ ​perceptions.​ ​Consequently,​ ​the​ ​findings​ ​provide​​an​​institutional​​perspective​
​on strengthening the information security culture within higher education institutions.​

​Based​ ​on​ ​the​ ​findings,​ ​universities​ ​are​ ​encouraged​ ​to​ ​implement​ ​continuous​ ​cybersecurity​
​awareness​ ​programmes,​ ​increase​ ​the​ ​visibility​ ​of​ ​institutional​ ​reporting​ ​mechanisms,​ ​expand​
​practical awareness activities, and strengthen institutional information security policies.​

​Future​ ​research​ ​should​ ​include​ ​larger​ ​and​ ​more​ ​diverse​ ​samples​ ​from​ ​different​ ​higher​
​education​ ​institutions,​ ​employ​ ​mixed-method​ ​research​ ​designs,​ ​and​ ​further​ ​investigate​ ​the​
​psychological,​ ​behavioural,​ ​and​ ​organisational​ ​factors​ ​influencing​ ​information​ ​security​ ​awareness​
​and secure digital behaviour.​

​Ultimately,​​strengthening​​information​​security​​and​​privacy​​awareness​​in​​the​​age​​of​​artificial​
​intelligence​​requires​​a​​long-term​​institutional​​commitment​​that​​integrates​​technological​​innovation,​
​continuous education, and secure digital practices across higher education institutions.​
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